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Conax PAIRING Securing the future

Conax Pairing – Optimal content security – Protects STB investments  
– Paves the way for lowest cost of ownership



New opportunities - new threats
Development of broadband infrastructures creates not only opportunities for new 
user services, but also an increased threat of unauthorized content consumption. To 
meet the challenge, operators have begun to shift focus to security of the set-top box 
to avoid impending threats such as:

•	Control word redistribution

•	Set-top box hijacking

Solution – additional security for set-top boxes
Conax has developed advanced pairing technology where Conax’ advanced content 
security is extended directly into the chipset of the set-top box - for an additional level 
of content security.

Today, all Conax Pairing set-top boxes undergo a security and functional evaluation, 
providing operators with the right set-top boxes to avoid content leakage and set-top 
box hijacking.

By deploying Conax Pairing, pay TV operators’ investments in premium content and 
subsidized set-top boxes pave the way for lower cost of ownership.

Robust security and freedom of choice – combined
Leading chipset vendors and set-top box vendors around the globe provide a rich 
selection of both high and low end set-top boxes supporting Conax Pairing - secure 
set-top boxes at competitive prices.

Business value - Conax Pairing
Prevent: Control word sharing / redistribution
A control word redistribution scenario may occur if it is possible to obtain the  
control words used to decrypt content from the set-top box. Unauthorized control 
words are then redistributed to non-paying viewers.
 
With Conax Pairing, an authenticated encrypted channel is established between 
the Conax smart card and the chipset in the set-top box. The control word used 
to decrypt the content is not revealed on any available interface, reducing the risk 
significantly.

Prevent: Set-top box hijacking
Many pay-TV operators subsidize the set-top box to make the total offering more 
attractive. With large subscriber bases, such investments may be substantial.  
Set-top boxes supporting Conax Pairing are bound to the digital TV operator that 
financed them, and cannot be hijacked by another operator.

Prevent: Unauthorized consumption of high value content
Content providers are placing demands on digital TV operators to secure set-
top boxes in their operations before releasing content to the operator to avoid  
unauthorized consumption.

Only Conax security approved pairing STBs will ensure that end users legally  
consume the specified content offer.

Assurance: Conax Security Evaluation and Conformity test
All set-top boxes supporting Conax Pairing are required to pass a conformity test 
and security evaluation. Independent specialist security laboratories perform the 
security evaluations. Based on the security evaluation, the set-top box is given 
a security level in accordance with the Conax security scale. The security level  
indicates how robust the set-top box is to attack. Conax recommends that  
digital TV operators deploy set-top boxes with the highest security level possible to  
prevent set-top box piracy.
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THE CORE OF CONAX CONTENT PROTECTION
The basis for all Conax product offerings is the Conax CAS7 subscription components
necessary for securing a pay-TV operation. 

For extended digital TV services, optional Conax CAS7 components and associated  
products can be added:

•	Conax CAS7 On-demand for On-demand services such as PPV events,  
	 VOD and push VOD

•	Conax CAS7 Pairing for additional security level and protection against STB hijacking

•	Conax CAS7 Messaging for directly addressing the end-users STBs 

•	Conax CAS7 Mobile for ordering of TV services via mobile phone SMS text messages

•	Conax CAS7 Vouchers for purchase of access through prepaid solutions, i.e.
 	 scratch cards/vouchers

•	Conax CAS7 Tokens for PPV tokens mode support

•	Conax CAS7 Fingerprinting for enabling tracing of illegally distributed copies of content

•	Conax CAS7 IPTV for DVB over IP

•	Conax Data Playout Manager for management and play-out of any data to STBs

•	Conax PreEncryptor for encrypting content prior to broadcasting
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